er

IP Tr
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Operational Requirements ©®

—

B Autonomous facility for IP Monitoring :

e Traffic Analysis
e (Intranet)
o for Internet (Internet access point)
e among mail servers
o for dedicated line as “Internet Cafés”
o for Wireless connection as WIFI

B Proposed Interfaces

LAN : Ethernet 10/100/1G
ADSL

WIFI

ATM

(WiMax)

2 THALES



IP Monitoring Access point (©

POP
IP Router

POP
Edge

fa'n)

LAN Interface

Interface ADSL WiFi Interface

N

THALES



Functions @

IP TR@PPER

Optional

capture

Front filter

exploitation

Optional
Toolkit

B Passive monitoring through
Tap equipment

B Real Time Filtering on port
Nb, protocols, IP @ range

B Possibility to import IP traffic

B Secured Stockage of all
monitored Data

B Automatic detection and
decoding : web, mail, VolP, data

B [ ocal or remote operation
B Operation filtering

B Text mining
B Link analysis
B Encryption detection &

information
THALES



Traffic Analysis and Acquisition Control(©

[EY Wetspyder acq_ 20050222
v Edton A o s 7
Q-0 NR®G A,
e [
Broduction | Summary | Web | fhai | Chat | Fisvanster | [ver] Accustion | Export |
Acquisition Administration
Acquision Men (Stopped)
it tane: BETFLEL
Mt e e :[15_[w]mnass C n t r | P n I
Dovico Coniursion
T oo T i |
e wew  —
I w2 T Eremet Comee
i - I e ===
I s I e T
Ouick Network Analeis
] P,
Proe Adminisraton
| Shudown Probe
Network Analysis Report - Microsoft Internet Explorer
e Comint 0 THALES Communicatons — Echer Edtion Afichage Favors Qutls 2
e == Nebiork Analysks Report
Production | Sumimary | | n | Acquisition | Export m'";‘
. s
— Date of analysis - 2004-12-22 09:07:21 IP:  100.00% TCP: 8740%
Acquisition Home 5 B
Size of capture for analysis : 35.28 MBytes Not IP - 0.00 % UDP: 1246%
Duration of analysis : 20.001 sec ICMP = 0.11%
:z{:»;s‘mmn el e 005 IS it Average flow : 14.11 Mbitsls IPSEC - 0.03 %
Captured Flow 72.53% 12.42 Mbits/s Other : 000 %
Filters =
esp —r Production [ Nodely | Most popular applications Most used TGP poris Most used UDP ports
smip pop3 Keep 3.35% (31.68 MBytes) (27.73 MBytes) (3.95 MBytes)
ip to capture. Keep 0.26%
Average flou on last minute ; 2084-12-22 Average flow on last hour ; 2084-12-22
Hhits/s Hhits/s
it hmm e msmmm e e 2
1 18 VYahoo Messenger 213 % 5100 119% 5000 14.16%
£ 1 - NetBios 1.38% 42505 087 % 1314 7.76%
! SMTP 115 % 135 076% 32772 6.08%
i o RPC 066 % 58391 066% 1025 577%
= POP3 056 % 110 064 % 137 570%
12 19 HTTPS 052% 50922 062% 1141 5.46%
8 MSN Messenger 028 % 443 059 % 520 545%
8 5 FTP 0.28 % 54559 058% 19136 335%
P H323 013 % 445 057% 3295 328%
4 Kazaa 007 % 61803 055% 1484 273%
z eDonkey-cMule 0.05 % 54401 051% 1028 201%
Y & Irc 003 % 57366 0.50% 1026 1.53%
09:17:10 09:16:08 08:15:30 089:18:30 Telnet 0.03 % 55618 050 % 19354 1.35%
Captured Flow Total Flow Captured Flow Total Flow BitTorrent 0.03 % 1345 049 % 33103 135%
Radius 002% 1109 048% 138 129%
T e Sip <001% 63518 046 % 62982 120%
Autorefresh timeis| 15 | v | seconds|  Apply SHIP S — 1293 o . %
AOL Messenger ~ <0.01% 3150 044 % 8000 116%
leq <0.01%
Grutella <001%
Data Stream Display

Protocol used
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Front Filtering (©

i Fichier Ediion Affichage Favors Outis 7
-0 N Phee 28

i adresse | @] https//192.10.2.60 petspyder/index. pho

| Production |Summaryj| Web | Mail | Export

Acquisition Filters

| Acquired packets match any of the following [+

Set of Filters | 6 T

¥ Other @ cup -

€ otrer

- ¥ tcr
Br ¥ 2 ¥ upp A
2 ¥ Other - & cwp -

€9 Other

- H =
i Delete saved fiter | Resetfiters.

Selection/Rejection

Addition/Deletion o — —

17:08
MWD rad
| zozm0s
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IP Acquisition list : IP Application Summary

Sy acq 20050222
e Gt Afichegs ravrs Owh 7

Q- © NRd

6 oyocn

sdre

[ Prodocion | Sammary | W [ et | G| Faersr [ VR | frre |
Interception List
H et torionsv sco 20D
Gose 0
e
o
0 e e 22 16327 mmpews  asezema s
.
amwnsn  aswens s
amnwse | msnunse 27w
D aswenss e
oEnunsis | msnenss i
oy mewunss w5
anomsie | mswEse P
osnunss  mswunss 172w
.
meween  aswenze 2
0 ez .
0 srosissonrs ooy asoiEnes o
0 exxzmsome .
(] 422FCBSBECS0603 . 20050318 135252 20050318 135253 262k8)
[ zossmsont B
(] 4227DA1ABDS0601ip. 20050318 135313 2050318135313 9Ke|
[ s aenunnn | aswunsa 68
0 e Dennnne  mswEnne 1163
0 aemrsann aponsn | menukne 21
0 e 2z 2350 menzews | msszeuw o9
g et Copyright (c) THALES Communications. bt Nesspyoer

i mapionn e B 7 ke Soweieal

TGETTRTrEr™ heh L (el - [ — - rp— o3 uas
4 = Cm02:QMO -
Ovee ] 0 NetSpyder STOA.... L

B Automatic Processing

B Automatic display of ldentified
Data as : web, mail, VolP, chat, ftp

B Front filtering
B Back filtering
B Remote control

B Data importation or exportation
available (pcap format...

File Selection

Automatic
Application

Isplay

NetSpyder - Interception int_acq_20050222_085743 - Summary Page - Microsoft Internet Explorer

Feher Edton Affchage Favers Outls ?

-0 RRGLheB LD

2,80 netpyderioder ot M B o

Acquisition | Export

Production | Summary | Web | Mail | Chat | Filetransfer [[ieimots fccees | Vol

Content summary for inte; tion int_acq_20050222_085743

Creationtime - 20050222 030551
Modification time : 20050225 085343

By size By session

I Web 47268 (70714 marpages / 1067222 ages)
I Vi 23215 M (6815 mais)

B Crat 292K (497 channels)

I Fietonsier:88.7K8 (0fle)

W Vo549 K8 (e cals)

Crange Pazmu Copyright (c) THALES Communications Ao Nespyar

& etSpyder -Intercepton it sca_ 20050222 085743 - Sy Page D invetioca

OB E T WO 00 netsproe -tiaosoft.. | B invitedecommondes BT

Oo0®» [ #raetspycer sToA... |

BB 1335
adkesse | BI5ES lsz.m.u? ©  mad
22i03205
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Operation : e-mail ©

“Ma

Interfret Explorer

&

\etSpyder - Interception 42ZEBA

Q- NG Pre@ @

: icresc (@] o/ 152.10.2.60 netspyder ndex ohp

=L ®

‘ Production | ‘Summary | Web | Mail | 13 | GBS | o | ’m‘m m
L Geaches I #afec |
None
Show 30 elements per page Viewing 1-30 6 36 elements 120
] 20031224 00-10:02 54K8  SMTP .
& Emen1905CHon@enine fr 20031224 00-10:52 16K SMTP S t f F | t
) desestiicaue@openface ca : Date range ion - & 20031224 00:11:31 16K SMTP e O I e r
& cayton crossiv @mai2Wanen.com bi35@zol.com 20031224 00-12.04 2268 SMTP
® cthel dvenwv@cncoucom lookisoshs@q] Fom [ B wymmad) [ | fommss) 20031224 00:12:14 24K SMTP
& vemaBiShutzEmegatime de tsana@mibbiy|  To byomdd) || o) Zii2a 0002 il
@ louzmmeson@rbret coke eazebizdu@aol 2003-12.24 00:12:24 34K SwTP
& susic_bowlesmi@atias cz lord112@50l.cof| Mail address selection 2003:12:24 00:1224 23K8  SMTP
& atercationssef@rbnet coke exzeelfe@aclc 2003-12:24 00:12:33 13K8  SMTP
) ronvesaues rk@maizFanic.com [Pasafiter _[v] — = 20031224 00:12:35 23K SMTP
®  sneakinessrenumbeing@ninet oo ke caagean@eoll [Tiaahany T[] 7 B 20021224 00:12:42 24KE
®  cheyoyston@nbet coke ronyio @impland) — 20031224 00:12:50 I6KB  SMTP
& rebuidng@rbnet coke e 20031224 00-1251 IIKE  SMTF . .
@ Peassoskimmed@ninet coke roryis @mplenc| 2003-12-24 00:12:58 12Kk3  SMTP
®  enneston@nbret coke 719484183 20031224 00:13.00 33KE  SNTF E - I I I a I | L I St
& dennucker@rbnetcake rorio@irplandl| | Matchany [w] [Comans  [w|| 20031224 00-13:06 27KB  SMTP
) ketushoere@rnet coke ezzmic]@aoled EI=] 20031224 00:13:09 34KE  SMTF
& tenspirdnhomogensiy@nbnet cok ezzmic2@aol o 20031224 001318 I4KB  SMTP
®  ertory singer yk@mei2ioanna.com lovemenctfaiy2! [ Fesatfiten | ok | [ Ganeal | 2003-12-24 00:13:21 23K8 SMTP
& dsendasimmons_m@mai2inn con 200312:24 00:1331 22K8  SMTP
& steuspressumna@ntnet coke fosoki@es com 2003-12:24 00:13:34 34K SwTP
& theoboidpacey@rbnet coke rookiet @funmd 20031224 001336 38KB  SMTP
& ramona_bookefa@mai2Keisey com Iovesdolphins 71| ] 2003-12:24 00:13:42 23k8  swTP
#  cemstisciam@ninet coke roskiet @funmachines com Remindsr 200312:24 001345 12K SMTP
& ingiommbesonbe@bestmailus lovindolphins @aol.com what wil/she do for pesos? 200312:24 00:1351 23K8  SwTP
& foriveness@nbret coke fiercedragon26@acl.com 82% offfor Al New Seftware, blight Jamessan 20031224 00:14:15 34K SMTP
& intoniogan@nbnet oo ke fieroedragonkdir@aol com Looking far cheap high-qualty softwars? fashians rip. 20031224 00-14:23 35K SMTP
& ametystvemon@rbnet coke fierceauy1@zol com software ot ncredbly low prces (52% lower) shakine 2003-12:24 00:14:32 34K3  SwTP =
%4 intranet local

&] NetSpyder - Interception 422EBA495350701.p - Mail Page

0 netspycer -Hiaosoft... | B nite de commandes | &) netspyder -tntercep.. | — B m-m.uégg z.:ru;
‘ Pz H ) 114 NetSpyder STDA... ‘ l—J | 22p3ja005
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Operation : e-mail ©

01.ip - Wil Pags - Microsoft Interriet Explorer
L

Q-0 NRG LPHO®OREEUD :
e T HE=

Rt Rocsss [ WP |

e e I g I

Show 30 demerts pe page Vewng 1-10f 1demerts
AWML 23K8  SUTP

Mail Filtering Result & E= — :
Filter

Date range selection : i

Fom | | omyoman | | phmmss)

3 [ bmyens | )

Mail address selection

[Passiter [¥]
oos ]
[Matchary _[se] ==

CErmc i c——
=
SIS

[ et
=
Copyright (c) THALES Communications. Aboat Netspyder
vt
B v de comnondes | ) etsoyder -tnerc..| €Y =, Vo sz 1‘13 =
D [ B s | - N Zpys
€0 WetSpyar - nterception 422067 @ (BEX]
o et Aduge_tavas_ oo  Sr—— 2] &
-0 NG 4 s 4 | s X |0 O|w s
o = E P e w4 e Toer | e S | e et | Adeees

e @ ooz 02 0bctmraioa] 5 R M B¢

Date: ke 7 o 05 750

[ Production | Summary || A: federc ouln Dibertysaf Acquisition | Export
Ohet: T
somtre:[s]/one 3 0.0 —
| E— ~
été e de sécurité. T
——
[ ] . 2568 Homel
‘il
Attached File S
U chaine de TV
Mail Display
e [T
3 inwanet ocal

&) vetSpyder - Intercepton 422065 12250004,

e kel LBl P ———— e P
ovow s O ) ol
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IP Operating Tools : Mail Reports E—)

SMTP Report

POP 3 Report
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IP Operation Tools : Web

Feher Eion Afidage Favors O 7 3
C-0O NG PR LSEUD =
 Adresse [ htp/192.10.2 80 netspyderfncex.php 7 1> 3

= Main Pages List

[ Pioducion | Summary | web [ e

Show 30 sements perpage Viewng 1-24 24 demerts

a == 2 7B
@ e menucun
IS m;;:;m/ Ws122U00T 205K
@ mrm fom enUNBD 2K
Pl == = mnunn2 2K
A e A2A0ER 18K
Pl =2 = aUNwS 13K
Fl e i wspames s
o) memm feed s asnames  7a
@ e Mo aosipzmioss skl
R @871  Flashmall oo 20031224 00:1334 7Kl
. . — PR - mnumun 2o . .
Filterin 8 == || MainP Displ
ering R —— 4 ain Pages Display
Q= e UNRD 415K
[ - —— = e | e
Q) s RSN e nunnn | 8K
T o L PO y 278

Einecllyer nicepton sr 250008 o Wb
B TaTTE et

Ooow B Teccurgenent o
&Y WotSpyder - ntercapton 4220657 1225000A 19 Webllage - Wicrosot Iternet Exploer

Feher caton Afibose Favrs Ok 7

-0 RRAGLPhkedR =L@ o

foos
eption 422D65F1225000A.1p - Web Page - Wicrosaf Intsrret Explorer LEE

ez [B o2, BIEES
[Prticion | Summary| Weo e [RREDI SR ae Eoon o - .
1 e ——— rrT——
_— e
Sl e P o S MO COMPTE, 165 SFFRES.
= - — 63 Vours courar AparTiroE 9,90 €/MOIS” MowASSISTANCE
2 S
Show 30 elemerts per page. Viewiflh -1 1 dlments - = E
[ S
e d
ey E——
== et i
i —
— S [
o =
Pt ohet
| E— [ e et
= s
i — RN o=t
“Cuicion [ Watiion »o: o
Cuctton w i oo
e i - Eee
[Fomtir_[s] ; i
=E i — e
4 - a0 =i ey
Himi title selection - tmmobiler @@ cermierné des lanceurs Clob Totemet
e E
[Crr— —
e ok [ 1
o
E
e} pup— it
Crangs Pz ‘Copyright (c) THALES Communications pr— m s Conso o
Sw Enchéres. ‘emplol, bennas affairas,
&) NetSoyder - nterception 422D65 12250004, - Web Page. S intanetiocd copton +22065 12250008, - Web Poge_

=Rk EY—

: B . 22 = FraTTT el st L
[ ——] T e ¥
@z S Heew B saonesspcson.
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IP Operating Tools : Chat

IRC Report

Eichier  Edition CQutils

Affichage  Favoris

:popona! popono@=fiiAnyugnp-333-5-7-338 wi0-11.abo.wanadoo fr JOIN :ZAINteCale

rwwrw 2. GamesNET net 353 popone = S4IINtaCafe :popono inbi Just_a_ged mymy <Thelon @Ayame +MaTaliE Jutt
CLEVERMAM_22 the_reason emiR enstn=20 mpr shawn SAASHA etk +Tavy sSWEEL_cANDy Serpico +kanhik apink
mm yigit + unfeashed Xingar venom _TtolGa_ be-my-feend” ausseguy MrZeRo _CoRLeOnE_ +RaTiEr static fury
HaWkez GERGREG feran +Sholfzz-Away +boo-away diver] oceand ferce

swwrw 2. GamesNET net 353 popono = #8NteCafe :snde Saima- BUUZ angel g bays shi Ecaun-away sexybabe
mentznaist Rock_Chick +CatWoman giRly_17 VIDEL lookingforgais alper

swww2 GarmesMET net 366 popono S80NteCafe :End of MAMES Est.

twww2. GamesNET net 332 popono #AlINReCate : 4,18 8,123,1° 12,17 6,12 108 108 5,1212,1° 3,1° 8,124,198 15,1
£ 255095 Welcome To #AIMiteCafe! the best channe! :P have fun chatting | Happy Thanksgiving Canada from all
of uz =t Allnstecafe! B2 90E2°°90 4 101 8,12 3,17 12,17 6,12 102

MODE #AliNiteCafe

MET.net 333 popono #AlINi=Cafe dishy 1087258367
w2 GamesNET net 324 popono #40NReCafe <nit

swww2 GamesMET net 325 popono #AlINneCafe 1655335337
(#AlINiteCafe) karthik: 3 now

(#AlINiteCafe) karthik: Imao

(#AlINiteCafe) popona: hello all

(FAlINteCafe) karthik: Ayame pinged me twice
-asdfglasdfg®213.97.176 mG6513= JCIN #AIN=Cafe
(#AlINiteCafe) karthik: now, its pay-back time
(#AlINiteCafe) MaTaliE: Imao

(#AlINite Cafe) karthik: Imao
:NaTzLiElsomething-@=75367 3. 003.syd ipamus.net.au QUIT -Excess flood
be-my-frend laround@62 150 204 MZE12=QUIT :QUIT: Uiser esxted

.G

Eichier ~Editon Affichage Faworis Qutls 2

IRC Channel #AlINiteCafe
Fkarthik: 3 now
Karthik: Imao

poponeo: hello all

Kkarthik: Ayame pinged me twice

Kkarthik: now, its pay-back time

NaTaliE: Imao

Kkarthik: Imao

Kkarthik: gahahaha

Tavy: 12- 13TheDon 12- ping 4343543545984 7353 secs
Kkarifhik: Imao

Tawy: hilirous

Serpico: hey now. _hey! how are you? Hithere. guess what?
Serpico: im a cop!

Tavy: oh goddamnit.
TheDon: ohhits you
NaTaliE:Imao
Kkarthik: ol sis

3
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IP Operating Tools : File Transfer

i Fiar Josia Tl Pass; hams

e iy | i

vibs LARIELCIE

T T ke Tieew b Forhmiey

[T R A e e, | bkep, Fimen
it B (1 v g | g

T R T R
[
|

1=

FTP Report

Summary

Fichier Edtion  Affichage  Favoris  Outls 7

/ File Transfer Protocol report =

ol Client address - 152168.1.10011427
Server address - 19583118121

ipel| Usemanme : aronymous
Password - [EUsei®

220~
fpHl| 220~ -~ BIENVENE SUR LE NOUVEAY SERVEUR FTP LIPE/TUSSIED --

220-Utilisez le compte “snomymous' avee votre adresse e-mail comme mot de passe
| 220~ Merci de sigmaler les problémes éventuels & fopmaint@lips. fr.

-~ VELCOME ON THE NEW LIP6/JUSSIEU FTP SERVER —-
220- Plaase login as 'anonymous' with youwr s-msil address as password
pel| | 220- Please report probleus to frpuainc@lips.

220 fup.1ips. £ FIP server ready.

i |5 USER anonymous

331 Guest login o, send your complecs e-nail sddress as password.

» PASS IEUser@

230~

| |250- ca service est assure par 16 Lavoratoire a'Intornaviges a

o 230-1'universite Paric € (LIPS) et Le Centre de Caleul Recherche (CCR) du
230-canpus Jussien

ol | 220~

230- L'heure locale est Wed Dec L 10:43:44 Z004.

i | 230~ 11y 2 80 ucilisatenrs comnectes dans vorre classe
230- Tous les transferts sont enregistres pour permettre L'exploitation

£30-saciovique e 1'uciiisavion au erveus al

e eldele «6 el ale el ae
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IP Operating Tools : Remote Access E—)

Telnet Report

| Bummary |

Remate Access

rosoft Internet Explorer

Fichier ~Edition  Affichage  Favaris  Outls 2

Telnet report =

Client address - 132102531071
Server address : 192.10.253:23

Debian GNU/Linux testingfunstable localhost
popono login: spyder

Password: spyder

Last login: Fri Oct 15 11:14:17 2004 from popone on pts/3
Linux popono Z.4.26-1-336 §2 Sat May 1 16:31:24 EST 2004 i686 GNU/Linux

The programs included with the Debian GNU/Linmux system are free software;
the exact distribution terms for each program are described in the
individual files in fusr/share/fdoe/"/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
spyder@popono:~§ |s-l/homelspyder

total 4224

druzr-zr-x 2 spyder spyder 4096 Aug 23 16:12 Desktop

drux-

z
7 spyder spyder 4096 Augy 26 14:82 Mail
druzr-zr-x 3 spyder spyder 4096 Aug 30 16:04 ethereal-sre
druzr-zr-x 2 debisn 1000 4096 Aug 25 1Z:40 netsdb

(53
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Data Export/Import

| ] L ]
Praduction | Summary | Wifeh | Iiiai) | Chat | e transier |F!emme Apcass | WolP | | Acguisition Export FI Ie Exportatlon

Export Http : File Parameters

Estimated size of export : 583 MB

Dowriload fip Download filename |cap_20041221_085622020041222_025420
i Max size of each dowrloaded file (WB} [250]
[ Cortinue: ] [Cancel_]

Production 'Summaryl Web | ES

| | Ehat | Filetransien |Hen'.oieAtc£ss|\f-olP| | Acquisition Export I_

File Importation

Export of selected capture from 2004-12-21 09:56:22tc 2004-12-22 09:54:30
File {1}from 2004-12-21 09:56:22 to 2004-12-21 03:56:45

Export with http : File creation and Download

Download file

Go to next file {only when download is finished]

Cancel Download
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B Questions?
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